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Abstract

Insider threats pose significant challenges to organizations, seriously endangering informa-
tion security and privacy protection. These threats arise when employees with legitimate
access to systems and databases misuse their privileges. Such individuals may alter, delete,
or insert data into datasets, sell customer or client email addresses, leak strategic com-
pany plans, or transfer industrial and intellectual property information. These actions can
severely damage a company’s reputation, result in revenue losses and loss of competi-
tive advantage, and, in extreme cases, lead to bankruptcy. This study presents a novel
solution that examines how organizational factors such as job satisfaction and security,
organizational support, attachment, commitment, involvement in information security,
and organizational norms influence employees’ attitudes and intentions, thereby mitigat-
ing insider threats. A key strength of this research is its integration of two foundational
theories: the Social Bond Theory (SBT) and the Theory of Planned Behavior (TPB). The
results reveal that job satisfaction and security, affective and normative commitment, in-
formation security training, and personal norms all contribute to reducing insider threats.
Furthermore, the findings indicate that employees” attitudes, perceived behavioral control,
and subjective norms significantly influence their intentions to mitigate insider threats.
However, organizational support and continuance commitment were not found to have a
significant impact.

Keywords: information security; insider threats; social bond; commitment; human factors

1. Introduction

Insider threats in organizations jeopardize confidentiality, integrity, and availability
(CIA) of information [1]. Insider threats refer to employees who have access to different
systems, files, and databases due to their roles and responsibilities, which have been
defined for them [2]. They misuse this privilege to create job security, earn more money,
gain a better position in other companies, get revenge, and so on [3]. These damage the
reputation of an organization, cause loss of revenue, income and market, loss of intellectual
properties, and in a worst-case scenario, bankruptcy [4]. It has been acknowledged that
lack of commitment to organizational aims and targets, absence of attachment to plans
and policies, and less involvement in information security enhance the risk of information
security breaches in organizations [5-7]. Experts in the field of information security believe
that awareness about information security plays an essential role in this domain [8,9].
We have considered information security (IS) training as the involvement and the role in
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employees’ engagement in information security in our study and investigated its effect
on insider threats. Insider threats also negatively affect compliance with General Data
Protection Rules and regulations (GDPR); we investigate this aspect of information security
(privacy protection) as another important part of this study. The GDPR has seven principles,
one of which is integrity and confidentiality. Mitigation of insider threats in organizations
protects privacy and confidentiality, which is required by the GDPR.

Organizational factors encompass a wide range of contextual elements within a work-
place, such as communication flow, job satisfaction and security, organizational support,
emotional attachment, commitment, etc., that collectively shape the behaviors of individ-
uals and groups [10]. The novelty of this research originates from the investigation of
organizational factors, including job satisfaction, job security, and organizational support,
as factors that show attachment. This study also considers three different types of commit-
ments on employees’ behavior towards the mitigation of insider threats for the first time;
the entire conceptual model has been covered by the Social Bond Theory (SBT), and the
Theory of Planned Behavior (TPB). More explanations about the conceptual model will be
presented in the following sections.

This study draws on the Social Bond Theory (SBT) and the Theory of Planned Behavior
(TPB) as its theoretical foundations. The SBT explains how strong social ties, such as
attachment, commitment, and involvement, reduce the likelihood of deviant acts, making
it relevant for insider threat mitigation [11]. TPB complements this by linking attitudes,
subjective norms, and perceived behavioral control to behavioral intentions, offering insight
into why employees comply with security policies [12]. Together, these theories provide a
robust framework for analyzing the relational and cognitive factors that influence employee
behavior in information security contexts.

This study contributes both theoretically and practically to the field of information
security. Theoretically, it is the first to integrate the SBT and the TPB to examine insider
threat mitigation, offering a dual-lens framework that captures both socio-emotional and
cognitive-behavioral drivers of secure behavior. Practically, the study identifies actionable
organizational factors, such as job satisfaction, affective commitment, and information
security training, that can be strategically managed to reduce the likelihood of insider
threats. This approach provides organizations with a holistic, evidence-based model that
goes beyond technical controls and incorporates human and organizational dynamics.

We have organized the rest of this paper as follows: the theoretical background and
explanations of the SBT and the TPB and the rationale behind their applications have
been explained in Section 2. The definitions and justifications for the effective factors
supported by essential theories and the hypotheses are presented in Section 3. The research
methodology and the steps that have been taken to complete this research have been
elaborated in Section 4. The results that come from different statistical tests, structural
equation modelling (SEM), the structural model, and the measurement model are presented
in Section 5. The positive effects of this study on information security in organizations
are demonstrated in Section 6. Conclusions, limitations, and future works are defined in
Section 7.

2. The Theoretical Background

Different social, psychological, managerial, and educational theories help researchers
to explain different phenomena and changes that happen around us. Researchers use
these theories to explain how various factors affect each other to solve a problem. For
instance, the Technology Acceptance Model (TAM) is used to show the adoption of new
technology such as cloud computing, fog computing, smart objects, and so on [13,14]; the
Theory of Planned Behavior (TPB) is applied to explain the change of employees” behavior
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based on organizational information security policies and procedures [10,15]; the Protection
Motivation Theory (PMT) has been used to clarify how information security-conscious
care forms in an organization [16]; the Social Bond Theory (SBT) is used to explain how
we can mitigate misuse or abuse of privilege in an organization. Experts in this domain
have applied a variety and combination of these theories to solve different problems in
the field of the human aspects of information security. These theories not only explain
different changes and phenomena, but also show the reliability of a conceptual framework.
It has been acknowledged that the reliability of a model originates from a strong literature
review, theoretical background, experts’ opinion in this domain in two or more rounds (the
Delphi method), and the results of data analysis. Although this research does not focus on
research methodology, we believe that this explanation helps the readers of this article and
researchers understand different steps in this research better. The applied theories in this
study are explained more in the following sections.

2.1. Social Bond Theory

The SBT has been used in many studies due to its ability to explain the effect of individ-
ual norms, involvement, attachment, and commitment on human or employees’ behavior
in organizations. These four factors influence human attitudes and justify their behavior in
many cases [17,18]. Hirschi [11] discussed these factors and claimed that humans have the
potential of deviation from rules and regulations. The SBT explains how individuals who
have strong bonds engage less in illegal behavior; deviance happens when the relationship
between the individuals and the group is weak. The more employees are bonded to an orga-
nization, the less likely they are to deviate from its rules and regulations [15]. These factors
have been used to explain that the development of attachment, commitment, involvement
in different aspects of information security, and negative belief about information security
misbehavior in organizations can reduce insider threats.

The SBT can explain how the attachment of teenagers to different groups, their com-
mitment to their values and goals influence the direction of their behavior to violate rules
and regulations in our society [19]. The scope of applications of the SBT was extended
to human aspects of information security in recent years. Ifinedo [17] and Sohrabi Safa,
Von Solms and Furnell [15] have used the SBT to clarify the breach of information security
policies in organizations and explained how different forms of attachment, commitment,
involvement, and personal norms influence employees’ attitudes towards complying with
Organizational Information Security Policies (OISPs). In another study, Safa, Maple, Watson
and Furnell [6,20] have applied the SBT to develop an effective and efficient information
security collaboration in organizations. In this study, we have developed a new version of
the SBT to mitigate insider threats in organizations.

2.2. Theory of Planned Behavior

The justification of human behavior based on subjective norms, attitude, perceived
behavioral control, and intention was presented by [12]. Human attitude is an important
factor in the formation of behavior and is influenced by environmental factors, education,
culture, values, intervention, rules and regulations such as GDPR [21,22]. The TPB has
been widely applied in different domains to explain the behavior of adolescents, customers,
patients, students, employees, and so on [23,24]. An attitude develops a positive sense
about behavior, and has a learning tendency to assess things, people, objects, issues, and
events in a particular way. The attitude and behavior change when the assessment results in
a change in behavior [25]. Implicit attitudes unconsciously affect our behavior and beliefs,
but in implicit attitudes, we are consciously aware that effective factors influence our beliefs
and behavior [26]. Personal experience, different training methods, and observations can
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also affect our attitude [27]. Organizational factors such as job satisfaction, job security,
and administrative support create a pleasant sense and affect employees” attitudes [28].
The sense of commitment and the reasons for the commitment are other important factors
that affect employees’ attitudes [29]. These factors will be explored more in the following
sections. The definitions of attitude, perceived behavioral control, intention, subjective
norms, and other influential factors have been presented in Table 1. The conceptual
framework has been covered with the SBT and TPB. Figure 1 shows the model.

Table 1. A Summary of Effective Factors.

Factors Description

1 Job Satisfaction (JS) JS is a measure of employees c.o.ntente.dness with tl}elr job and o
originates from respect, recognition, fair compensation, and motivation.

5 Job Security (JSe) JSe refers to the pro.bab11.1ty of keeping a job. In other words, there is a
small chance of losing a job.

- OS refers to the employees’ perception that the organization cares about

3 Organizational Support (OS) their well-being and values their contribution.

4 Affective Commitment (AC) AC §hows that emplpyees feel. that ’Ehey are part of the orggnlzgtlon and
like it. A good working experience is an important factor in this regard.
CC refers to the cost of leaving an organization for the employee. The

5 Continuance Commitment (CC) result of cost and benefit assessment motivates employees to stay and
maintain their commitment or leave the organization.

6 Normative Commitment (NC) NC 'referg to the emp'loyees decision without any external obligation.
NC is built upon duties and values.

v IS Training (IST) IST rfefers to gll types of information security training that an employer
provides for its employees.

3 Personal Norms (PN) ?N .re.fers to the values and moral obligations in which an
individual believes.

9 Attitude (AT) AT refers to an individual’s tendenFy about feeling, emotion, position,
that they have about a person or things.
PBC refers to having a perception of the ability to complete a task. In

10 Perceived Behavioral Control (PBC)  this study—the ability to avoid any information security risk,
considering legitimate access to systems and data.

1 Subjective Norms (SN) SN refers to the belief that a group of pepple or important persons will
approve and support a particular behavior.

12 Intention (IN) IN reffers to an ass:.umptlon that explains a commitment to carrying out
an action now or in the future.

13 Insider Threat (ITh) ITh refers to abuse of legitimate access to systems and data for financial

benefits or other reasons.

Theory of Planned Behavior

~N
Perceived Subjective
Behavioral Control Norms
Social Bond Theory ~
Attachment ( . . ] v
) Negative Attitude ]
Commitment N Intention to Insider Threats
towards > > e
Involvement . . Prevent Mitigation
Misbehavior
Norms \ / J

Figure 1. The Conceptual Framework.
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2.3. Research Gap and Justification

Although insider threats have garnered significant attention in the field of information
security, existing studies have taken a narrow view, particularly in their focus on aspects
such as individual differences, technical safeguards, or awareness revision.

Insider threats have been receiving increasing attention in the field of information
security; however, much of the existing research has taken a fairly narrow view, primar-
ily focusing on aspects such as individual deterrence, technical safeguards, or raising
awareness. For example, Safa, Maple, Furnell, Azad [3] examined how punishment and
prevention might be effective, while Johnston and Warkentin [30] investigated how fear
can motivate people to follow security policies. While these approaches offer some insight,
they tend to overlook the broader picture, particularly the organizational and psychological
factors that influence how employees behave in real-world, complex environments.

Another issue is that many studies rely on just one theoretical approach, which can
limit their ability to explain what is going on in depth. For instance, Siponen, Mahmood and
Pahnila [31] based their work entirely on deterrence theory, and Ifinedo [10] focused only
on cognitive elements. What is still not fully understood is how workplace factors—like job
satisfaction, perceived support from the organization, and emotional commitment—interact
with how individuals think and behave when it comes to security.

This study aims to fill that gap by bringing together the Social Bond Theory (SBT),
which looks at deviant behavior through the lens of attachment, commitment, and involve-
ment, and the Theory of Planned Behavior (TPB), which focuses on attitudes, perceived
control, and social expectations. By combining these two perspectives, we provide a fresh
framework for understanding how both relationships and intentions influence employees’
decisions regarding security. To the best of our knowledge, no other study has taken
this integrated approach to insider threats from such a broad organizational perspective,
making our research both relevant and original.

3. Conceptual Model and Hypotheses

This research aims to examine the effect of different forms of attachment, commitment,
involvement, and employees’ beliefs and norms on mitigating insider threats. This study
presents a conceptual model based on two main theories that, although different, com-
plement each other quite well: the Social Bond Theory (SBT) and the Theory of Planned
Behavior (TPB). The SBT [11] essentially argues that the stronger someone’s emotional ties,
whether to people, their work, or the organization, the less likely they are to engage in
behavior that harms that system. In workplaces, this plays out as lower risks of insider
threats when people feel satisfied with their job, supported by the company, or emotionally
invested in their role.

The TPB [12] takes a more psychological route. It states that people’s actions are
influenced by their thoughts about the behavior, the level of control they feel they have,
and what they believe others expect of them. So, when someone has received solid security
training, believes in doing the right thing, and feels capable of following through, that
shapes what they are likely to do.

By blending these two theories, we are not just examining behavior from a technical
or surface level; we are delving into both the emotional and intentional layers of why
employees might act securely or not. The hypotheses presented in the next section are
based on this combined theoretical perspective.

3.1. Job Satisfaction

Job satisfaction points to the extent to which a member of staff is motivated to complete
his/her tasks, duties, and feel content [32]. In simple words, people feel positively or
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negatively about their jobs. Job facets play an important role in the formation of job
satisfaction. The nature of work, working environment, salary, supervision, and career
advancement play important roles in the formation of job satisfaction [33]. Eliyana, Ma’arif
and Muzakki [34] have mentioned personal achievement and recognition as other vital
factors in the formation of job satisfaction.

It has been acknowledged that satisfied employees perform on a higher level, en-
gage more with their tasks and roles, and are more productive [35]. There is a strong
relationship between job satisfaction and job performance [36]; satisfied employees do not
jeopardize their job by creating risks such as damaging organizational reputation, intellec-
tual properties, and breach of rules and regulations in an organization [37]. In addition,
job satisfaction is an intrinsic motivation which is supported by motivation theory, but
considering other effective factors, we made the decision to use the Social Bond Theory to
have a more robust framework and solution. Based on this justification, we have concluded
that satisfied employees do not engage in breaching information security and privacy
considerations in their daily activities. The hypothesis below has been presented based on
the above-mentioned justifications:

H1: Job satisfaction positively influences employees’ attitude towards mitigation of insider threats
in organizations.

3.2. Job Security

Insider threats originate from current and former employees that are the most challeng-
ing subject to detect and prevent [38]. Job security can be an intrinsic motivational factor to
avoid any misconduct such as violation of information security policies and procedures
that mitigate information security breaches in organizations [39]. When employees feel
their job is unstable, they may experience stress, resentment, or fear which can lead to
malicious behavior, be more susceptible to external coercion such as espionage or bribery,
rationalize unethical actions such as stealing data before an anticipated layoff [40]. On the
other hand, job security promotes trust and engagement. Job security demonstrates higher
organizational loyalty, reducing the likelihood of violating trust. The above explanations
motivated us to present the hypothesis below:

H2: Job security positively influences employees” attitude towards mitigation of insider threats
in organizations.

3.3. Organizational Support

Perceived organizational support is about employees’ belief that their organization
values their well-being, their contributions, and organizational attention to socioemotional
needs [41]. Organizational support creates a reciprocity process that positively influences
productivity in an organization; the support motivates employees to reciprocate favorable
treatments and rewards [42]. Organizational support attracts the attention of experts during
the investigation of employees’” commitment to an organization and vice versa. They
realized that factors such as respect and care, benefits such as medical support and wages
play important roles in this process, and influence moral aspects of employees’ behavior [43].
Employees who feel supported are more emotionally attached to the organization. This
loyalty and trust reduce the likelihood of malicious behavior such as data theft or sabotage.
Supportive environments foster a culture of integrity and accountability. Employees are
more likely to align with the organization’s values and policies, including information
security protocols. High morale reduces grievances, resentment, and frustration—common
precursors to insider threats. Satisfied employees are less likely to act out in destructive
ways [44].
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Garcia, Amarnani, Bordia and Restubog [45] studies have revealed that problem-
solving, continuous learning, teamwork, and active work are important factors in orga-
nizational support. Ding, Hao, Li, Liang [46] have divided organizational support into
reinforcement support and inhibitive support; their studies show that sense of belonging
plays a mediating role in this process that enhances employees’ performance. This perfor-
mance and productivity cover all aspects of employees’ behavior. That is why we have
assumed that organizational support influence employees’ behavior towards the mitigation
of insider threats.

H3: Perceived organizational support positively influences employees” attitude towards the mitiga-
tion of insider threats in organizations.

3.4. Affective Commitment

Commitment is not a unidimensional construct; rather, it has been widely concep-
tualized in organizational behavior literature as consisting of three distinct components:
affective, continuance, and normative [47]. Affective commitment reflects emotional attach-
ment to the organization, continuance commitment relates to perceived costs of leaving,
and normative commitment stems from a sense of moral obligation. This multidimen-
sional approach offers a deeper understanding of how various motives for staying in
an organization influence behavior. By incorporating all three types, this study offers a
more comprehensive analysis of how various commitment forms contribute to mitigating
insider threats.

Commitment shows individuals” dedication and loyalty to an organization and has
been acknowledged as an important variable for understanding employee behavior in an
organization [48]. Commitment positively affects individuals” motivation and the achieve-
ment of organizational goals. Committed persons spend more energy and time on their
successful career and endeavor to gain reputation, personal achievement, and high-status
jobs in their workplace [49]. A committed person does not jeopardize their situation by
breaking rules and regulations or spoil their career aspirations. Ifinedo [17] showed that or-
ganizational commitment significantly influences employees’ attitude towards complying
with Organizational Information Security Policies (OISPs). Ng [50] discussed employ-
ees’ loyalty and divided their organizational commitment into affective, normative and
continuance commitment. A commitment profile is a combination of these three compo-
nents. Jahyun, Myung-Seong and Kim [51] investigated the information security climate
and its effect on complying with OISPs. The results of their study revealed that affective
commitment and normative commitment influence employees’ compliance with OISPs.

Employees with affective commitment feel that they fit into the organization and are
satisfied with their job. They are interested in staying at their organization and they identify
with the organizational goals and feel valued [52]. Affective commitment originates from a
positive emotional feeling about an organization. Employees with affective commitment
are a great asset for companies [53]. Employees with affective commitment accept organi-
zational aims and values and show more effort. That is why we postulated that employees
with affective commitment try to protect organizational information assets and do not
create any threat to these assets.

H4: Affective commitment positively influences employees” attitude towards the mitigation of
insider threats.

3.5. Continuance Commitment

Employees need to continue their job to influence their continuance commitment. In
other words, a lack of work alternatives and remuneration are the underlying reasons for
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their commitment. Continuance commitment is driven by side-bets [54]. An employee
needs to stay with an employer because of his or her salary, and fringe benefits would
not improve if he or she moves to another organization. Continuance commitment refers
to perceived costs associated with leaving [55]. Employees who perceive a high personal
cost in losing their job are less likely to engage in risky or malicious behaviors, including
data theft or sabotage. The fear of job loss due to policy violations can act as a deterrent.
Continuance-committed employees may be more likely to follow rules, even if reluctantly,
because non-compliance could jeopardize their position. These individuals may be risk-
averse and prefer to avoid any action (intentional or not) that could be interpreted as a
breach of trust or policy [56]. Therefore, employees can be led to continuance commit-
ment; in this situation, they try to follow organizational aims and plans. That is why we
conjecture that:

H5: Continuance commitment positively influences employees” attitude towards mitigation of
insider threats.

3.6. Normative Commitment

Normative commitment originates from an internalized sense of duty or obligation to
remain with the organization [47]. This form of commitment often arises when employees
perceive that the organization has invested time, resources, or trust in their development,
such as through training or mentorship. Employees may feel that leaving would betray
this investment and disrupt the organization’s operations or security posture, especially if
their role is tied to critical knowledge or processes.

In the context of information security, such departures may create vulnerabilities due
to gaps in institutional knowledge, risk assessment capabilities, or policy enforcement.
Awareness of this potential impact can evoke guilt or moral discomfort, particularly in
employees who value integrity and responsibility. As shown in Meyer and Parfyonova [52],
this sense of guilt is a key feature of normative commitment. Employees with strong norma-
tive commitment are therefore more likely to align their actions with organizational values
and avoid engaging in behavior, such as insider threats, that could harm the organization.
For these reasons, we assume that:

H6: Normative commitment positively influences employees” attitude towards mitigation of
insider threats.

3.7. IS Training

It has been acknowledged that information security training mitigates information
security breaches in organizations [57]. The outputs of their research demonstrate the
appropriate design of training in the domain of information security. Guidelines in web-
based information security training and evaluating the training in terms of effectiveness
are important characteristics of information security training. Other studies show that
information security training has a positive effect on employees” attitudes and significantly
reduces the effects of social engineering and phishing attacks in organizations [58]. The
awareness program also positively influences the effectiveness of the information response
team in organizations [59].

All organizations have to comply with General Data Protection rules and regulations
(GDPR) from 25 of May 2018 in the UK; the violation of GDPR can have up to a twenty mil-
lion pound fine. Information security training is widely regarded as a crucial organizational
tool for enhancing employee awareness, shaping attitudes, and promoting compliance
with security policies. It plays a crucial role in equipping staff with the knowledge and
behavioral skills necessary to prevent security violations, including insider threats. This
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training influences users” and employees’ attitudes toward the mitigation of information
security breaches [60].

Abawajy [27] studies show that information security knowledge transfer approaches
such as contextual training, web-based training materials, embedded training, game-
based, text-based, and video-based training approaches influence employees’ attitudes in
organizations and mitigate different types of information security breaches. Based on the
abovementioned explanations we have postulated that:

H7: Information security training positively influences employees” attitudes towards mitigation of
insider threats in organizations.

3.8. Personal Norms

Social and personal norms influence employees’ beliefs and their sense of responsibility.
In addition, the rewards which come from social norms affect individuals norms and their
behavior [61]. Therefore, employees’ norms originate from their values that affect their
behavior.

Although personal norms are not part of the original core constructs of the Theory
of Reasoned Action (TRA) or the Theory of Planned Behavior (TPB), several studies have
extended TPB to include personal norms when investigating moral, ethical, or socially
responsible behaviors [62,63]. In the context of information security, personal norms repre-
sent internalized moral obligations that can significantly influence employees” compliance
intentions and behavior. Li, Zhang and Sarathy [62] showed that personal norms affect
compliance with Internet use policies in organizations. Because of its potential to im-
pact information security threats within organizations, ISC is an important behavior. The
following hypothesis is presented based on the aforementioned explanations:

H8: Personal norms positively influence employees’ attitude towards mitigation of insider threats
in organizations.

3.9. Attitude

In this study, “attitude” refers specifically to employees’ evaluations of and disposition
toward mitigating insider threats through secure and responsible information security
behavior. This includes attitudes toward complying with information security policies,
protecting organizational data, and preventing the misuse of access privileges. According to
the TPB [12], such attitudes, whether favorable or unfavorable, play a critical role in shaping
individuals” behavioral intentions. An individual’s attitude depends on their evaluation; if
the evaluation changes, so will their attitude. It is therefore dynamic in nature how attitudes
are formed. The factors such as personal norms, involvement attachment, and commitment
influence employees’ attitude and behavior [64]. Safa, Maple, Watson and Furnell [20]
showed that characteristics such as attachment, commitment, and personal norms affect
individuals’ behavior towards collaboration in information security in organizations. That
is why we have presented the below hypothesis:

H9: Attitude positively influences employees’ intention towards the mitigation of insider threats
in organizations.

3.10. Perceived Behavioral Control

Perceived behavioral control (PBC) refers to the sense of ability to conduct or control
a specific behavior [65]. In this sense, beliefs can influence behavior. An individual’s
perception of the ease or difficulty of engaging in a particular behavior is indicative of
their perceived control over it. Employees with more control in their behavior engage
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more with their jobs [66]. Workman, Bommer and Straub [67] showed that employees with
more control in their behavior follow more information security policies. We attempted
to demonstrate that PBC has an important impact on employees’ intention to decrease
information security risks at work.

H10: Perceived behavioral control positively influences employees” intention towards mitigation of
insider threats in organizations.

3.11. Subjective Norms

Subjective norms refer to the social normative beliefs and the expectations of im-
portant referents. Particularly, the strength of each normative belief is weighted by the
motivation to perform the behavior [68]. Shibchurn and Yan [69] showed that subjective
norms have a significant effect on the expose of information on social networks through
perceived usefulness and perceived risk. In another study, Tamjidyamcholo, Bin Baba,
Shuib and Rohani [70] asserted that social norms play an essential role in information
security knowledge sharing in virtual communities. The perception of social pressure
to engage in a behavior may also be subject to subjective norms. For instance, when the
majority of employees in a department comply with organizational information security
policies and procedures, this motivates other members to comply with these policies and
procedures. Complying with GDPR is another behavior that influences other members to
avoid the violation of the rules and regulations. That is why we assume that subjective
norms positively influence employees’ behavior to mitigate insider threats.

H11: Subjective norms positively influence employees” intention towards the mitigation of insider
threats in organizations.

3.12. Intention

An intention means having a full understanding of a plan and having foresight to ac-
complish a goal. Individuals’ desires and beliefs influence their intention and behavior [71].
Astington [72] explains in his study that there is a relationship among individuals’ intention,
behavior with desire, and beliefs to achieve a goal; the goal is the protection of information
assets in the organization here. These links show the intentional chain and depict how
desires cause intention, and, consequently, behavior. The intention is one of the elements in
the TPB which has been used by several experts to explain complying with information
security policies [15,31]. In another research, Shropshire, Warkentin and Sharma [73] used
intention to show the adoption of information security behavior in organizations. Park,
Gu, Leung and Konana [74] showed that intention plays a vital role in information-sharing
in SMEs. In this research, we postulated that intention to information security protection
significantly mitigates insider threats in organizations.

H12: Intention to protect information positively influences employees” behavior towards the mitiga-
tion of insider threats in organizations.

Figure 2 shows all factors, hypotheses, and theories in a concise form.
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Figure 2. The model with more details.

4. Research Methodology

Insider threats are serious challenges in organizations and this research endeavors
to investigate the factors which mitigate insider threats. A conceptual framework has
been presented on the basis of a review of the literature. Two essential theories support
the presented model—the Social Bond Theory and the Theory of Planned Behavior. The
solution has been presented based on effective factors and the two basic theories in the
form of conceptual framework. To improve the reliability and validity of the model, the
Delphi method has been applied and the model with explanations about its effective factors
have been sent to experts in this domain in two rounds. The framework has been improved
based on experts’ feedback. The experts were high-ranking cybersecurity academic and
industry experts with more than 10 years of experience in the domain of cyber security. Two
of them approved the effective factors which were extracted from a systematic literature
review, and two of them suggested three more effective factors. The research team accepted
their suggestion, and they were added to the model.

To show the reliability and validity of the model, data have been collected through a
questionnaire. Confirmatory Factor Analysis (CFA) helped us to be sure whether the model
and hypotheses which we have developed are correct. Structural equation modelling has
been considered as a good approach to investigate the relationships between different type
of factors in such a model [75]. IBM AMOS 20 was used to investigate the relationships
between different factors. The Chi-square with degrees of freedom, goodness of fit index
(GFI), the comparative fit index (CFI), the adjusted goodness of fit index (AGFI), and the
root mean square error of approximation (RMSEA) were applied to investigate the testing
of the hypotheses [76]. The results have been discussed in the last section. IBM SPSS Amos
29 was used for data analysis.

4.1. Data Collection

Employees of several companies whose main activity was business, providing ed-
ucational services, and insurance provided the data. The questionnaire was developed
considering previous similar studies. Based on a Likert scale, the responses ranged from
(1) strongly disagree to (5) strongly agree. Participants were informed of the purpose of the
research and then asked to fill out a questionnaire based on their knowledge and experience.
The research group considered their consent very important. They were presented with
the questionnaire after they indicated their consent to participate in the study. The data
collected will remain confidential and will only be made available to academics in this
project. A pilot test of the questionnaire with 38 participants was conducted to ensure
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that the questions were comprehended, applicable, and could be interpreted uniquely by
the participants. Our pilot test provided us with an opportunity to observe the partici-
pants’ emotions, hesitations, and descriptions they requested for the items. Their feedback
caused us to revise and rephrase a few words and sentences so that they would better
understand the questions. The demography of participants can be seen in Table 2. The
measurement items for each construct in the questionnaire were primarily adapted from
validated scales in prior studies. Constructs such as job satisfaction, job security, organiza-
tional support, and commitment types were derived from the Three-Component Model of
Organizational Commitment [47] and further informed by studies such as Eliyana, Ma’arif
and Muzakki [34] and Naqvi and Bashir [54]. Items related to IS training, personal norms,
attitude, perceived behavioral control, subjective norms, and intention were adapted from
the TPB scale [12], Siponen, Mahmood and Pahnila [31], and Ifinedo [10]. Minor modifica-
tions in wording were made for contextual alignment with the domain of insider threats
and information security. Table 3 includes references next to each construct indicating the
original source. Various items were used to measure the various constructs in the final
version of the questionnaire. It consisted of 56 questions. The formation of the constructs,
including references, is evident in Table 3.

Table 2. Respondents’ characteristics.

Measure Items Frequency Percent
Gend Male 336 69.78
endet Female 146 30.22
21 to 30 160 29.98
Ace 31 to 40 195 32.92
8 41 t0 50 85 25.06
Above 50 42 12.04
Employee 438 92.38
Position Chief employee 32 5.16
Management 12 2.46
1 to 2 years 128 16.71
Work experience 3 to 5 years 248 51.35
Above 5 years 106 31.94
Diploma 38 7.86
Ed . Bachelor 306 71.25
ucation Master 114 18.92
PhD 24 1.97

Table 3. The Statistical Measures.

Std CFA Composite
Construct Ttems Mean  pey  Loading  Reliability
JS1 My employer recognizes my effort. 432 0762 0.632

J52 My employer respects me for my work. ~ 4.02  0.782 0.522
My employer acknowledges

Job Sgng;‘ftion J53 my achievements. 3.98 0746  Dropped 0.736
4 JS4 My employer appreciates when I have a 368 0764 0672
good performance.
JS5 I am happy with my job. 342 0702 0.634
JSE1 T can work ig‘rfgif’i;fempany fora 422 0729 0720
Job Security [33] JSE2 The probability of losing my job is low. 4.26 0.745 0.547 0.814

JSE3 I can keep my job. 402 0744 0.732
JSE4  Iam not concerned about losing my job. 396  0.782 0.764
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Table 3. Cont.
Std CFA Composite
Construct Ttems Mean Doy Loading  Reliability
POS1 My employer cares about my well-being. 416  0.762 0.726
Perceived POS2 My employer values my contribution. 402 0712 0.818
M . ional well-being i
Organizational POS3 Xri’locé‘;f;f&oif‘y Z’Iflpf(’);‘enrg S 398 0854  0.822 0.724
Support [42] . Y&
pp posa My employer provides anything thatT 5 .o g5 Dropped
need to complete my tasks.
AC1 I try to play an important role in 386  0.722 0.722
my organization.
. I'would like to remain a part of
Affective AC2 this organization. 412 0864  0.621 0818
Commitment [47,53] I have positive emotions regardin,
AC3 P garding 396 0826 0742
my employer.
AC4 I'help to achieve organizational aims. 402 0724 0.812
ccl lam happy with my income in 404 0716 0732
this organization.
, cC2 Twill lose a lot if I leave 416 0722 0588
Continuance this organization. . 0.762
Commitment [55] The benefits of staying in this .
CC3 organization outweigh the costs of 442 0742 0.742
moving somewhere else.
I'have good colleagues in this
cca organization; that is why I will stay here. 3.98 0762 0.712
NC1 My employer has invested in me, thatis ;0 (-gy 0,842
why I want to stay here.
. NC2 My employer rewards to me encourage 364 0728 0.722
Normative me to stay here. 0.726
Commitment [52] NC3 My c.ommitment to my employer 3.34 0.708 0.763 :
originates from their care to me. ’ ’ '
NC4 My colleagues recommend to me to 412 0.804 0.802
stay here.
IST1 Information security trainings help me to 324 0818 0.732
avoid mistakes in this domain.
Information security trainings influence
IST2 my attitude towards complying with 322 0752 0.744
s licies and procedures.
IS Training [58] po et proce 0.762
[gT3  Information security trainings helpmeto 4 5, g5y 0726
reduce information security risks.
Information security trainings influence
IST4  my understanding about risk and make  3.64  0.722 0.642
me act better.
pN1  [Protection of organizational information .5 -4 0.722
assets 1s very important to me.
I'believe that information security
PN2  breaches have negative consequence for 422 0.712 0.818
my organization.
PerscEgg 16I;T]orms PN3 Protection of information is our duty. 398  0.844 0.822 0.742
’ I am aware of GDPR; that is why I
PN4 should not commit information 3.88 0.742 Dropped
security misconduct.
PN5 COISPs are necessary to protect 412 0736 0.714

information assets.
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Table 3. Cont.
Std CFA Composite
Construct Ttems Mean Doy Loading  Reliability
AT]  Protection of organizational information 396  0.849 0722
assets is a good practice. ‘ ’ '
I should protect organizational
AT2 informa’gon as mligch as I can 342 0715 0.754
Attitude [12,31] AT3 Protection of information is a 432 0832 0.796 0.748
‘wise practice. ) ) :
AT4 Protection of information is a 364 0.742 0.662
valuable action. : : :
PBC1 I'have the necessary knowledge to 426 0762 0,842
rotect organizational information. ’ ’ '
Iph h gb'l' d
_ . PBC2 ave the abi }ty to prqtect our data 3.34 0.768 0.782
Perceived Behavioral and information. 0.842
Control [12,67] PBC3 Protection of organizational information 3.64 0.708 0.726 :
is not a tough task. ’ ’ '
PBC4 I have the tools that I need to protect 412 0.864 0801
information in my organization. ’ ’ '
SN1 We should protect 386 0716  0.824
organizational information.
My line manager believes that
SN2 information protection is a 394  0.780 0.812
Subjective Norms valuable culture. 0.728
[12,69] The management team in my company ’
SN3 have a positive view on 426  0.822 0.709
information protection.
My colleagues encourage me to protect
SN4 y 5 5 P 412 0726 0718
organizational information. ’ ’ ’
IN1 I should protect organizational 398  0.643 0.942
information. ’ ’ '
I am willing to protect
N2 organizational information. 422 0546 0.722
Intention to Mitigate I'help my colleagues to protect
Risks [12,73] N3 organizational information. 4.32 0.782  Dropped 0.754
IN4 T'am committed to protecting 348 0844 0732
organizational information.
Ns | putaneffort into reducing information 5, 595 0.62
security risks. ' ' '
I do not abuse my legitimate access
IT™M1 to systems. 448  0.826 0.712
ITM?2 I do not transfer organizational data 438  0.628 0.629
outside of my organizations. ’ ’ '
Insider Threats I do not violate my organizational data 0.762
Mitigation [15] ITM3 rotection regulations because of 3.62 0.639 0.598 :
& p )
financial benefits.
Protection of data about intellectual
ITM4 properties is important to me. 4.24 0.802 0.706
ITM5 [ rotection of data about organizational 402 0724 0.704

plans is important to me.

4.2. Demography

The research team helped to collect data by sending emails to participants and dis-

tributed questionnaires. Five hundred thirty-five questionnaires were distributed, of which

three hundred and eighty-four were online and one hundred fifty-one were paper-based

questionnaires. Forty-six online questionnaires and seven paper-based questionnaires were

ignored due to the same answer given to all of the questions or incomplete answers. At the

end, four hundred and eighty-two questionnaires were selected for data analysis. Table 2

shows the characteristics of the participants.
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5. Results

The variables, such as job satisfaction, job security, organizational support, commit-
ment, and so forth, which are unobservable, we have measured with several independent
variables. These variables were used to develop the measurement and structural models
which are two important parts of structural equation modelling (SEM). Using the mea-
surement model, we can see how the measured variables relate to latent variables. Prior
to fitting the measurement model to the data, the indicators (observed variables) were
examined for reliability and validity. A structural model was used to test the relationships
between the latent variables. For these types of studies, structural equation modelling is
the best method [76].

5.1. Measurement Model

The SEM has been mentioned as an appropriate technique for this kind of research, but
we need to be sure that the distribution of data is normal, before applying this approach.
The standard kurtosis and skewness showed that the distribution of the data is normal—
between +2 and —2 [76]. Effective factors such as job satisfaction and job security and so
on which cannot be measured directly are measured with several other items. To be sure
that effective factors are measured correctly, factor loading has been used that shows a
correlation between the main factor and the items which measure them. Convergent validity
is demonstrated by the factor loading of the measurement variables. Factor loadings bigger
than 0.5 show a reasonable convergent validity [76]. So, the items with a factor loading
smaller than 0.5 were ignored from the conceptual model. The measure of Cronbach’s
Alpha depicts internal consistency. For each construct, Cronbach’s Alpha exceeded 0.7,
indicating that the constructs were compositely reliable [77].

In addition to factor loadings and reliability, Average Variance Extracted (AVE) was
calculated for each construct to confirm convergent validity. AVE values exceeding 0.5 indi-
cated that the latent constructs explained more than half of the variance in their respective
indicators, consistent with the recommended thresholds.

Furthermore, to evaluate discriminant validity, we applied the Fornell-Larcker crite-
rion, which compares the square root of each construct’s AVE to its correlations with other
constructs. Each construct’s AVE square root exceeded its inter-construct correlations, con-
firming discriminant validity and indicating that the constructs were empirically distinct.

The factor loading and internal consistency have been presented in Table 3.

As these constructs are independent and unique, a dimensional grouping depicts
convergent and discriminant validity. However, to examine the discriminant and conver-
gent validity of the factors, we linked constructs together. Based on the research model,
convergence validity was examined to see whether it gives any clue as to the relationships
between two related items. According to discriminant validity, there is no relationship be-
tween those constructs that should not be related, based on the conceptual framework [76].
The correlation measured between every two factors has been presented in Table 4.

The grouping of independent factors in the form of conceptual framework shows
discriminant validity. The correlations between all pairs show that a relationship between
all pairs exists based on the framework.

Table 4. Correlation between different constructs.

Mean SD 1 2 3 4 5 10 11
1 JS 4.06 098 0.618
2 JSE 3.98 0.88 0.202 0.558
3 POS 4.01 1.05 0401 0312 0.496
4 AC 4.02 114 0309 0286 0312 0.589
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Table 4. Cont.
Mean SD 1 2 3 4 5 6 7 8 9 10 11
5 CC 3.98 1.02 0289 0404 0470 0.265 0.488
6 NC 3.92 1.08 0286 0.225 0.368 0367 0.208 0.472
7 IST 3.89 098 0.264 0421 0242 0.236 0319 0.369 0.818
8 PN 4.26 1.16 0312 0421 0.211 0361 0449 0336 0.325 0.885
9 AT 4.12 126 0.198 0.430 0396 0.267 0.203 0295 0.375 0.402 0.799
10 PBC 4.08 0.89 0.208 0.552 0503 0438 0366 0403 0.298 0358 0.379 0.689
11 SN 3.96 1.02 0226 0416 0467 0496 0.497 0246 0.261 0403 0323 0556 0.723
12 IN 4.28 0.98 0488 0.622 0.622 0524 0562 0622 0466 0444 0.622 0425 0.524
13 ITM  4.22 0.88 0.742 0.802 0.742 0.426 0.664 0.642 0562 0.624 0421 0.624 0.642

5.2. Testing Structural Model

SEM can investigate relationships between the main factors and the items which

measure them, where errors in statistical analysis are reduced. SEM can test our conceptual

framework and its hypotheses with different measures. The acceptable measures and the

measures which originate from our model have been presented in Table 5.

Table 5. Model fit indices.

Fit Indices Model Value Acceptable Standard
2 1002.89 -

¥2/Df 1.92 <2

GFI 0.924 >0.9
AGFI 0.946 >0.9
CFI 0.961 >0.9
IFI 0.944 >0.9
NFI 0.928 >0.9
RMSEA 0.074 <0.08

were accepted except H1 and H5.

Table 6. The results of the hypotheses testing.

Table 6 shows the outputs of data analysis. The results revealed that all hypotheses

Path Standardized Estimate p-Value Results
JS — AT 0.722 0.012 Support
JSE — AT 0.658 0.004 Support
POS — AT 0.302 0.061 Not Supported
AC — AT 0.604 0.012 Support
CcC — AT 0.403 0.027 Not Supported
NC — AT 0.698 0.001 Support
IST — AT 0.716 0.002 Support
PN — AT 0.662 0.009 Support
AT — IN 0.546 0.009 Support
PBC — IN 0.724 0.001 Support
SN — IN 0.702 0.002 Support
IN — IT™ 0.802 0.002 Support

The results of the data analysis show that the relationship between Perceived Organi-

zational Support and employees’ attitude, and between Continuance Commitment are not
significant. Therefore, H5 and H3 have been rejected.

6. Contribution and Implementation

Information security in organizations covers different subjects such as complying with
information security organizational policies and procedures, information security aware-
ness and training, conscious care behavior in information security, information security
response team and recovery, and so on. We have focused on information security insider
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threats in this study due to its importance and its negative consequences for organizations.
Although insider threats have recently attracted the attention of experts in the field of
information security, there is a paucity of research on how we can mitigate insider threats
in organizations. Deterrent factors such as severity and certainty of punishment, social
bond factors such as creating attachment, commitment, involvement, and personal normes,
as well as motivation to avoid information security misconduct are approaches that have
been presented in previous studies. In this research, we have investigated the effect of
organizational factors as an essential solution among different approaches to mitigate
insider threats in organizations.

This study can be justified based on different theories; crime prevention theory ex-
plains that increasing the effort and risk for misbehavior, decreasing rewards that come
from crime or misconduct, reducing excuses and provocations can mitigate information
security misconduct [3]; development of job satisfaction and job security, IS training, and
organizational support decrease employees’ excuses and provocations for conducting infor-
mation security misconduct. This study can be justified by motivation theory (intrinsic and
extrinsic factors) as well. The above-mentioned factors can mitigate employees’ motivation
to avoid any action that jeopardizes information security in an organization. In other words,
job satisfaction, job security, organizational support, and IS training motivate employees
to protect information assets in an organization. These findings can be applied in any
organization regardless of its size and type.

This study opens a new window for academics in the field of human aspects of infor-
mation security. This investigation revealed that organizational factors and appropriate
management approaches that pay attention to job satisfaction and security, organiza-
tional support, and proper training can influence the protection of information assets
in organizations.

This study shows that information security has managerial, organizational, psycholog-
ical, educational, and social aspects that should be considered besides technological aspects
of information security.

7. Conclusions, Limitation, and Future Works

It has been acknowledged that we should use multiple approaches to overcome
different challenges in the domain of information security. Previous studies have shown
that managerial, psychological, educational, social, cultural, and economic factors play
important roles in the field of human aspects of information security. However, there is a
gap in the research about the effect of organizational factors on the mitigation of insider
threats. This study has used confirmatory relationships by synthesizing several theories
that explain human behavior in order to present a new approach that mitigates insider
threats in organizations. The outputs of this research show that creating job satisfaction, job
security, affective and normative commitment, IS training, and negative personal beliefs
about information security misconduct affect employees’ attitude and their intention and
finally mitigate the risk of insider threats in organizations. Job satisfaction, job security, and
appropriate training create loyalty and attachment in employees and have a positive effect
on their attitude and intention to protect information assets in organizations. This study
shows that managerial, educational, social, and psychological factors play important roles
in the field of human aspects of information security.

Our previous studies showed that information security knowledge sharing (increasing
awareness), conscious care behavior in information security (less risky behavior), infor-
mation security collaboration, and complying with organizational information security
policies and procedures (mitigation of risk) are different approaches that decrease the risk
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of information security breaches in organizations. This study shows that the appropriate
development of organizational factors also mitigates insider threats in organizations.

We faced several limitations in this study. The data were collected from several compa-
nies in the UK. The generalization of findings can be improved by collecting more data from
different organizations. We had two or three email addresses for some participants; to be
sure that they received our request to answer our questionnaire, we sent the questionnaire
to all their email addresses, but fortunately, the proportion of these participants was less
than one percent.

This study conceptualized a solution to mitigate insider threats in organizations; other
experts can further develop this approach by investigating other organizational factors and
using other theories that justify employees’ behavior in this domain. Further investigation
can be conducted using criminal, social, managerial, and educational theories, and to try
to change employees’ behavior. We believe that this study sheds a light on the formation
of insider threats and provides a solution to mitigate insider threats for academics and
managers in the field of information security.
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